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Dear Ms, Jarrett:

Attached is the report on our performance audit of the State Of Washington
Whistleblower Program managed by the Washington State Auditor's Office (SAQ).

The Office of Financial Management (OFM) is required to contract for a performance
audit of the Whistleblower Program on a cycle determined by OFM (RCW 42.40.110).
We conducted the audit in accordance with Generally Accepted Government Auditing
Standards. The primary objectives of the audit were to determine;

¢ Whether the program is acquiring, protecting, and using its resources such as
personnel, property, and space economically and efficiently. Also, identify the
causes of inefficiencies or uneconomical practices, if any.

« Whether the SAO has complied with significant laws and rules applicable to the
program.

» The extent to which the desired results or benefits established by the
legislature are being achieved

* The effectiveness of the program

The audit found that the Whistleblower Program was operated with reasonable
economy and efficiency, was in compliance with most legal requirements, was
achieving results desired by the legislature, and was effective on several levels. The
audit also identified areas for improvement, with particular attention to opportunities for
increasing program accountability and effectiveness. All of our recommendations
should be readily accomplished within existing budget resources.

Sincerely,
) -
L/%q—("'ﬂ-l—%’\—___‘
J erina

Merina & Company, LLP
Certified Public Accountants and Consultants

5499 AMY STREET ' WEST LINN, OREGON 97068 ~PHONE: (503} 723-0300 ~ FAX: (503) 723-9946 WwWW MERINACPAS COM
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Executive Summary

Merina & Company, LLP, conducted a performance audit of the State Employee
Whistleblower Program (Whistleblower Program) for the period between July 1, 2002
and June 30 2005 - fiscal years 2003 through 2005. The Office of Financial
Management (OFM) is directed by the law to contract for a performance audit of the
Whistleblower Program on a cycle determined by OFM (RCW 42.40.110). This report
fulfills that requirement.

The audit focused on the compliance, economy and efficiency, and effectiveness of the
program. We found that the Whistleblower Program was effective and was achieving
the results desired by the Legislature. But there are also opportunities for improvement.
The principal conclusions relating to the program as it is operated by the State Auditor's
Office (SAQ) are summarized below.

Questions Addressed and Summary of Conclusions

1. Whether the program was acquiring, protecting, and using its resources such as
personnel, property, and space economically and efficiently. Also, identify the
causes of inefficiencies or uneconomical practices, if any.

+ We found no evidence of uneconomical or wasteful practices. Unit personnel
were focused on the program mission. Aithough full investigations often
required more time than planned, based on our experience in evaluating
similar types of casework, we concluded that the hours expended per full
investigation were, on average, reasonable.

2. Whether the SAO has complied with significant laws and rules applicable to the
program.

¢ We found that preliminary and full investigations of whistleblower assertions
were investigated through a controfled and documented process whereby
most requirements were met. The primary area of statutory non-compliance
concermned the lack of convening a review panel to consider the handling of
anonymous assertions. Another area concerned sending out timely
notifications at the 5-day, 30-workdayday, and 90-workday points in the
investigation process.

+ The statutes require completion of an investigation in 90 workdays, but do
allow for an extension of up 10 one year as long as a notification is filed with
the involved parties. Of 20 investigations reviewed that went beyond 90
workdays, the files showed that written notifications were sent out within or
after 90 workdays in 14 instances, and in 6 instances the file contained no
evidence that notifications were sent.
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3. The extent to which the desired results or benefits established by the legislature

are being achieved.

« Overall, the program was achieving the desired results and benefits clearly

stated in the laws. Expectations for program independence and accountability
implicit in the state laws were generally well met. The audit presents two
intake process matfters for consideration: 1) following up on closed intake
assertions that have been referred to other agencies, and 2) increasing the
level of documentation to support decisions not to investigate potentially valid
and material assertions.

4. The effectiveness of the program.

+ The program was effective in identifying wrongdoing in individual cases, and

providing well-documented bases for conclusions. The increasing number of
assertions received and investigated provided an indication that the program
was apparently effective in encouraging state employees to report improper
government activities. The program is potentially effective as a deterrent to
wrongdoing, although this is difficult to measure.

The program’s effectiveness depends in large part on the type of assertions
received, and the assertions cover a wide range of topics. Within its discretion
in applying staff resources, the audit presents for consideration two actions for
potentially increasing program effectiveness: 1) preserving staff resources for
investigating assertions of major violations by limiting time spent on less
serious viclations known to be widespread in government, such as personal
use of state computers; and 2) accepiing for investigation assertions of
potentially material violations concerning agency managements’ enforcement
of statutes and program requirements.

Audit Recommendations

1.

To provide assurance that assertions referred to other agencies for follow up
receive proper attention by independent and objective parties, the SAO should
consider assigning staff members to trace a sample of referrals to determine how
referrals are being handled by the agencies, by whom, and with what results.

2. To demonstrate and assure adequate consideration of assertions with valid and
potentially material violations, the SAO should consider:

» Increasing the level of documentation supporting decisions not to investigate
assertions of potentially serious violations.

e Preserving staff resources for investigating assertions of major violations by
limiting time spent on less serious violations known to be widespread in
government, such as personal use of state computers; and
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* Accepting for investigation valid assertions of potentially material violations
concerning agency managements' enforcement of statutes and program
requirements.

3. To help state employees prepare assertions that are within the scope of the
Whistieblower Program, the SAO could make available on its website additional
clear information about the limits of program authority. The SAO may want to
consider providing case summaries of asseriions and investigations, with
explanations of why the assertions were or were not accepted for review. Having
this type of instructive information available could help potential whistleblowers
decide if their concerns would likely warrant an investigation, and help encourage
reporting of serious violations.

4. The program should take steps to comply with the provision of the law requiring it
to convene a review panel tfo consider the handling of cases submitted by
anonymous whistieblowers.

5. The program should take steps to ensure timely foliow up on completed
investigations with substantiated assertions.

6. The SAO previously conducted a written opinion survey of stakeholders. The
program should consider conducting stakeholder surveys on regular basis to
gather ideas for improving in program services.

7. The SAQ should do more to convince state employees of the quality of its
Whistleblower Program investigation work. The various available means to
convey such information to empioyees should be used, such as the SAO
website, preseniations to agency staff members, and presentations before
employee organizations.

8. State employee confidence in the program is eroded when whistleblowers and
subjects report that they have been the targets of retaliation. Although the SAO
does not have enforcement authority, the Office is in a visible and influential
position to discourage retaliatory behavior and misuse of the program. SAQO and
program personnel should consider formal contact with whistieblowers and
subjects to garner feedback on ways to show support for anti-retaliation
measures and imposing meaningful sanctions on those responsible.

9. The Whistleblower Program often receives assertions concerning program
management and performance issues. Although outside the scope of program
responsibilities, such issues can be of considerable value to the SAO's
performance audit function in assessing state program risks. SAO personnel
should consider devising an internat referral mechanism fo serve the
performance audit function with potentially productive audit tests.
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CHAPTER 1
BACKGROUND AND OVERVIEW

Overview of the Whistlebiower Program

The Whistieblower Act, enacted by the Washington State Legislature in 1982, provides
an avenue for state employees to report suspected improper governmental activity.

Any Washington state employee may report suspected improper govermmental
activities. This includes temporary employees, classified and exempt civil service
employees and elected officials. The reported activity must have occurred within one
year of the filing date. The Act does not authorize the SAO to investigate personnel
actions for which other remedies exist, such as employee grievances.

Improper governmental activity has been defined as any action by a state employee
undertaken in the performance of the employee's official duties which:

¢ Results in mismanagement or gross waste of public funds or resources.

¢ |sin violation of a federal or state law or rule, if the viclation is not merely technical
or of a de minimus nature.

» |s of substantial and specific danger to the public health or safety.

The SAOQO’'s policies and procedures define program requirements and objectives.
These include:

s Maintaining public trust in government by providing a means for employees io
report improper actions for follow-up.

¢ Providing a deterrence mechanism to discourage improper employee behavior.

+ Initiating correction of management control weaknesses.

Whistlebiower Program Organization

The Whistleblower Program is a separate unit within the SAO. During our audit pericd
the program was operating with two fuli-time investigators, one part-time investigator,
and one supervisor. The staff members have received specialized training through the
State's Investigator Training program. Executive Order 98-02 provides that state
agencies conducting investigations have documented policies and procedures that are
consistent with a state model, and make their best efforts to ensure that employees
conducting investigations have successfully completed training for investigators that
meets Department of Personnel standards.
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PERFORMANCE AUDIT OF THE WHISTLEBLOWER PROGRAM

Case Processing

Whistleblower assertions are received from both named and anonymous parties.
Figure 1 shows the trends in the total number of assertions received from named and
anonymous whistleblowers from FY 2001 1o FY 2005. Total assertions received were
up sharply in FY 2005.

Figure 1
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Intake Process

The program’s receipt of an assertion initiates the review and investigation process
depicted in Figure 2. The figure shows major decision points in the review process
along with activity statistics for our audit pericd, FY 2003 through FY 2005.

Assertions of wrongdoing submitted to the Whistleblower Program receive a preliminary
evaluation by the program supervisor and a legal advisor. The program does not
pursue a complaint if the issue or issues are found to fall outside the scope of the
Whistleblower Program statues, or it is believed that, in light of the nature of the
assertions, an investigation would not be cost beneficial. In some instances, with the
agreement of the whistleblower, the program will refer the assertion to the subject
agency for review. Some assertions are referred to another SAC audit unit. As is
shown in Figure 2, approximately 37 percent of assertions received in our audit period
were brought forward for investigation.
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Preliminary Investigation

For those assertions assigned for further review, a preliminary investigation is
perfformed by a program investigator who collects information and assesses the
potential validity of the assertions. Interviews are conducted with the whistleblower (if
named), the subject(s) of the assertions, and subject agency contact person(s). As is
shown below in Figure 2, 155 of 177 assertions receiving a preliminary investigation
were brought forward for a full investigation. Named whistleblowers, subjects, and the
subject agency are to be informed of results in 30 working days.

Full Investigation

The primary purpose of a full investigation is to conclude with certainty on whether or
not sufficient evidence exists to support the assertions. A report is prepared for
substantiated assertions and published on the SAO website. Compared to a
preliminary investigation, substantially more evidence is gathered to test assertions.
Determinations are based on a review of the evidence and applicable criteria, with input
by the program supervisor. In matters involving questions of legal interpretation the
SAO’s staff attorney is brought into the review. Briefings are held with the whistieblower
(if named), the subject(s), and the subject agency. For substantiated assertions, the
agency may respond in writing to outline necessary corrective actions. Figure 2 shows
that 58 (33 percent) of the 177 assertions with full investigations were substantiated.

Fiqure 2
Processing and Disposition of Assertions: FY 2003 to FY 2005

Assertions Received
474
100%
Closed at Intake Assertions Investigated
297 177
63% 37%

Assertions Investigated
177
100%

Closed After Preliminary Fult
Investigation Investigation
22 155
12% 88%
Unsubstantiated Substantiated Assertions
97 58 ‘I
55% 33%
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Figure 3 shows the trend in all assertions received and investigated between FY 2003
and FY 2005.

Figure 3
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Assertion Topics

The program receives asserfions on numerous topics, and over 60 percent are
determined at intake to be outside the scope of the program's area of authority. Figure
4 shows the number of assertions received by case topic from FY 2003 to FY 2005,
generally according the program’s classification of assertions. For summary purposes,

we grouped the large number of unique topics received under a category fitled "Other
Law or Policy Violations.”
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PERFORMANCE AUDIT OF THE WHISTLEBLOWER PROGRAM

Figure 4

Number of Assertions by Type: FY 2003 -FY 2005
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Figure 5 shows that, under the ciassification system shown above, most substantiated
assertions concerned misuse of state resources. Our review of program files showed
that these were most frequently assertions that an employee used a state personal
computer for personal business, such as sending personal e-mail, accessing internet
websites, or accessing personal accounts.

Figure §
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PERFORMANCE AUDIT OF THE WHISTLEBLOWER PROGRAM

Assertions by State Agency

Figure 6 shows the number of assertions investigated and the outcomes during our
audit period. Individual state agencies with the greatest number of substantiated
assertions were the Department of Social and Health Services and the Department of
Transponriation.

Figure 6
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CHAPTER 2
AUDIT RESULTS

The audit found that the Whistleblower Program was operated in substantial compliance
with statutory requirements and was generally effective in achieving the resulis intended
by the legislature. Some areas for increased compliance and potentially increased
effectiveness were identified by the audit. The principal conclusions and related
observations are presented according to the questions posed for audit testing.

1. TO WHAT EXTENT IS THE WHISTLEBLOWER PROGRAM ACHIEVING
THE DESIRED RESULTS ESTABLISHED BY THE LEGISLATURE?

Overall, the Whistleblower Program was generally effective in achieving the legislature’s
desired results; those stated explicitly, as well as those we considered clearly implicit in
the laws.

Meeting Legislative Expectations

» State employees appeared to be aware of the program and were increasingly filing
assertions of suspected wrongdoing. Figure 1 in this report shows a sharp
increase in assertions made in FY 2005. The Whistieblower Program provides a
means for state employees to convey reports of state employee mismanagement
or gross waste of public funds or resources, violations of laws or rules, or
substantial and specific dangers to public heath and safety.

» Substantiated assertions were receiving the attention of subject-agency
management and corrective actions were being reported. This evidence indicated
that the program’s work on the assertions investigated was contributing to
improved management of state resources.

e« The program provides for investigations by professional investigators. Input is
received from named whistleblowers, withesses, subjects, and subject-agency
personnel. These diverse perspectives are taken into consideration and used in
testing assertions.

» The law provides that the identity of every whistieblower is to be kept confidential
unless the whistleblower consents to disclosure or acknowledges their identity in a
claim against the State. The program was operated in a controlled manner to
protect the rights of those involved in assertions, with noteworthy safeguards to
protect identities. The program consistently implemented procedures to prevent
unauthorized review of case materials. Examples of these actions include:;

e Directing postal mail to home addresses or post office boxes.

» Providing whistleblower files through direct delivery to the individuals involved,
and not using e-mail to transmit information.
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¢ Protecting passwords required for accessing program computer files.

» Redacting the names of whistleblowers and witnesses, and other identifying
information, from case files provided for any type of public review.

» Exercising discretion in contacting whistleblowers to help preserve
confidentiality. Investigators do not identify their affiliation with the program or
SAQO when contacting whistlebiowers at work or when leaving voice mail
messages.

« Maintaining case files in secure storage in an access-controlled state building.

Independence

Implicit in the iaws is the expectation that the Whistleblower Program will operate with
independence and objectivity, without external interference in conducting its duties. The
program's location within the SAQO provides for organizational independence. The
Washington State Constitution establishes the SAO with broad authority, a statewide
office and agency set apart from the legislative, executive, judicial, and administrative
components of state government and its institutions.

We found that the program operated with a high degree of autonomy from other SAQ
organizational divisions, with almost no overiap of responsibilities. All investigators
work from one central office.

Aspect of Independence for Consideration

With the whistleblower's consent, assertions closed at intake may be referred to the
subject-agency for review. Expectations concerning independence therefore cover both
the Whistleblower Program as well as the agencies that receive referrals. It is
reasonable to expect the program to provide whistleblowers and subjects with some
assurance that referred assertions, even if out of scope o the program, will be handied
properly and objectively.

In our review of a random sample of 30 assertions closed at intake, 7 (23 percent) were
closed and referred out for review, and 4 (13 percent) of these were referred to the
subject-agency. Most of these assertions appeared to concern personnel-related
matters, but one of these referrals concerned a potentially serious violation.
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Figure 7
Disposition of 30 Sampled Assertions Closed at Intake

Closed at Intake
30
100%

Referred Qut for Furtherl] !nsufficient Information ]| Found Not In Scope of
Review Provided WB Program
7 3 20
23% 10% 67%
Referred to Agency Referred to SAQ team
4 3
13% 10%

Referring assertions to the subject-agency presenis a risk that referrals may not be
properly handled by an independent and objective party within the agency.

Referred assertions may be sent to an agency's internal audit unit. Unless the audit unit
has undergone an external Quality Assurance Review, with a finding that independence
protections are in place and working, an assumption of independence is questionable,

To assess independence-related risks in the current referral process, the SAO should
consider using some audit resources to conduct a review of how referrals are being
handled by the agencies, by whom within the agencies, the methodologies used, and
with what results.

Accountability

We believe it is implicit in the laws of the state that the Whistleblower Program be heid
accountable for its work. Our review of a random sample of 46 investigation files
showed that, in formal investigations, as evidenced by the documentation of work
performed, the program was holding itself to a high standard of accountability.
Conciusions were supported by criteria and evidence.

in addition to work documentation, several mechanisms are in place to hold the
program accountable for its work. These include:
¢ Periodic external audits of the program.

 Named whistleblowers, subjects, and agency personnel are made part of the
fact-gathering process and have input into written reports before publication.

» Reports of completed investigations are made public and the public has the
opportunity to review redacted case files.

Prepared by: MERINA Page 12

& COMPANY, LLP

Vi d AV Avamaim b



